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ABSTRACT

In global network intruders having attack their data directly from their own computer. Often, this attack is coming
from directly “stepping stones” in order to conceal their identity of data and original data. To identify the source
address and data of the attack behind the stepping stone(s), it is required to gather the incoming and outgoing flows
or different connections of a stepping stone. To prevent attempts at destination of correlation, the attacker might
encrypt or otherwise manipulate the way of connection traffic. Timing based correlation shows in quite effective in
the correlating encrypted connections. However, timing based approach are subject to time factor perturbations that
may be deliberately introduce by the attacker at traffic destination. In this project, our watermark approach is “active
and passive” in that It embeds a unique and single watermark into the encrypted flows in networks by slightly defined
the timing of selected packets. The unique and single watermark that is embedded in the encrypted flow gives us a
number of benefits over active and passive timing based correlation in resisting timing perturbations by the attacker.
A two-fold monotonically increasing compound mapping is created and proved to yield more distinctive and
theoretical visible watermarks in the watermarked images. Security protection is defined by parameter and mapping
data at destination have also been proposed to deter attackers from illicit image pattern.
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INTRODUCTION

Intruders are attack their threads directly from their own computer. Often, they further their attacks through
intermediate “stepping stones” in order to research their Identity and origin. To identify the source of the attack behind
the stepping stone(s), it is necessary to correlate the incoming and outgoing flows or connections of a stepping stone.
To prevent attempts at correlated; the attacker may encrypt data or otherwise manipulate the established connection
traffic. Timing based correlation approaches have been shown to be quite affect in correlating connections. However,
timing based correlation approaches are subject to timing perturbations that may be strongly introduced by the attacker
at stepping stones. In recent years, unauthenticated accesses to the computer environment are increasing as various
activities takes place on the network. The common way for network attacker to conceal their identity by connecting
across particular hosts before attacking the final destination target. Intruders do not log in directly to their final
destination targets from their self computers, but they firstly make access login data through various hosts and then to
the another hosts address and continue this series several number of times which makes a “chain of intermediate hosts
line" before breaking into their final targets. Therefore, it becomes necessary for the identification (attack target) to
trace back the chain to find the origin of attacker. For this it is important to collect incoming packets and outgoing
packets from source. So, correlation methods are needed to link connections between stepping stones in the network.
The earlier recordation work on connection correlation was based on track the address and data of user activities or
connection content (packet payload) was used.

Necessity

In existing connection establishment are based on three different characteristics,1)hosting; 2) component content and
their comparisons; 3)time require for each characteristics. The hosting approach collects and tracks user data and his
login activities operation at every stepping stones. And the components with comparisons are that contents between
each stepping stones will be compared collect data. Time related approach makes use the incoming and outgoing times
of packets to correlate connections. The hosting operation approach (DIDS and CIS). DIDS (Distributed Intrusion
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Detection System) is a system where all TCP connections with users and logins within the global network are remotely
monitored and the system keeps tracing of all the activities and the current states of users.
TCP connections and logins within the global network are remotely monitored and the network system keeps tracing
of all the movement and the current activity of users. A hosting remotely monitors locate on each domain host in the
network, gathering audit data about the host, which can be transmitted to the central DIDS director. The intruder
attacker attacks the final destination target; this can be done by that the attacker will be compromising the sequence
and number of nodes that is a system before attacking the final destination target. The compromised nodes are also
known as ZOOBIES.

Objective

The objective of watermark is to make the correlation of encryption data connections probabilistically robust against
sequence and random timing perturbations by the adversary. Unlike existing timing schemes, our watermark is active
condition in that it encrypt a unique watermark into the encrypted pipe, by slightly providing delay timing of selected
packets. If the watermark is both single and robust, the watermarked flows can be remotely identified and thus
correlated at each stepping stone in the location.

1) While the attacker in network can add or update the secret key in watermarking, we can easily analysis and identify
the intruder by using remotely observation.

2) All packets with watermark flow in the original flow are kept. No packets are dropped or damage from or added to
the flow by the stepping stone.

3) While this scheme is public knowledge, the watermarking embedded and decoded parameters are secrets known
only to the watermark embedded and the watermark detector(s).From above application examples, we summarize a
list of properties and principles for designing flow watermarks. The challenge to build an efficient scheme lies in the
difficulty to receive all desired properties simultaneously.

LITERATURE SURVEY

1. InJune 2009 Mohd Nizam Omar and Rahmat Budiarto proposed Intelligent Network-Based Stepping Stone
Detection Approach Shows the potential of SOM technique as to count the number of connection chains and
shows protocol that include in network stepping stone detection. The effect of active and passive perturbation
attack is not involved. They used SSD algorithm.

2. In May 2011 Xinyuan Wang, Douglas S. Reeves proposed Robust Correlation of Encrypted Attack Traffic
through Stepping Stones by Flow Watermarking timing-based correlation techniques. Watermark-based
correlation is provably effective against correlated random timing perturbation and Detection algorithm.

3. InMay 2012 B. Bazeer Ahamedand and S. Hariharan proposed Implementation of Network Level Security
Process through Stepping Stones by Watermarking Methodology they presented a novel active timing-based
correlation approach to deal with random timing perturbations. makes no assumptions is consider about the
original distribution of the inter-packet timing of the original packet flow. It also involve low complexity
detection algorithm.

4. In March 2013 S. Jayanthi and G. Shamili proposed Detecting and Preventing Traffic Attack through
Stepping Stones and securing the information using watermarking Does not require the adversary’s timing
perturbation shows the require substantially packets. They develop a suite of algorithms to infer watermark
parameters, recover/duplicate watermarks.

5. InJan 2014 Saptshree Dengle,Snehshree Dengle proposed Active Watermarking Approach in Detecting
Encrypted Traffic Attack by Making Correlation Scheme Robust Analyze the active watermarking scheme
for tracing through stepping stones. They identified the provable upper bounds on the number of packets

6. In May 2015 Shao-Da Huang, Tzong-Sun-Wu,Han-Yu Lin proposed A Provable Watermark-Based
Copyright Protection Scheme developed signal processing techniques but focus on how to employ
unpredictable signature-seeded pseudo random bit sequence negative watermark detection rate
computationally negligible. Exhibited digital media under adversarial watermark removal attacks.

INDENTATIONS AND EQUATIONS

Detection: The probability real edge points detection should be maximized while the probability of falsely detection
should be minimized non-edge points. This corresponds to maximizing the signal-to-noise ratio.Let +i be the added
delay to packet Pi, and t0 i be the time stamp of packet is distorted Pi, then t0 i = ti + i. The delays original and
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distorted inter-packet (IPD) between Pi+1 and Pi are li =ti+1 j tiand 10 i =t0 i+1 j tO i respectively. Therefore,+k =

I0nj1 > the original inter-packet timing characteristics represents the distortion pattern. According to obtained results
from section VI-A, in order to completely remove any hidden data from the original inter-packet timing characteristics,

characteristics can be consider to be pre-determined .Perturbation theory comprises mathematical methods for finding
an approximate solution to a problem, by starting from the determination solution of a related problem. A middle step
has critical feature of the technique is a that breaks the problem into "solvable™ and "perturbation" parts. Perturbation
theory is obtained if the problem at hand cannot be solved exactly, but can be formulated by just adding a "small"
term to the mathematical description of the exactly solvable problem.

Perturbation theory leads to an expression for the perfect solution in terms of a formal power series in some "small"
parameter — known as a perturbation series — that quantifies the deviation from the exactly solvable problem. In this
power series the leading term is the solution of the exactly solvable problem, while deviation describe further terms
in the solution, because to the deviation from the initial problem. Formally, A having the approximation to the full
solution , a series in the small quantity parameter (here called ¢), like the following:

A= Ap+e'Ay + %45+
In this example, Ao would be the known solution to the exactly initial problem solution and Ai, Ay,.. Represent
the higher-order factors terms which may be found iteratively by some systematic procedure during execution. For
small ¢ these higher-order terms in the series become successively smaller. An approximate "perturbation solution" is
obtained by detachment the series, usually by keeping only the first successive two terms, the initial solution and the
"first-order" perturbation correction:
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Architecture
The LVQ network architecture is shown below.
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An LVQ network shows a first competitive layer and a second linear layer. The competitive layer describe classify
input vectors in much the same way as the competitive layers of Cluster with Self-Organizing Map Neural Network
described in this topic. The linear layer transforms the competitive layer's categories into target classifications defined
by the user. The categories learned by the competitive layer are referred to as subclasses and the categories of the
linear layer as target categories. Both the competitive and linear layers have one neuron per (sub or target) class. Thus,
the competitive layer can describe up to S* subclasses. These, in turn, are combined obtained by the linear layer to
form S? target classes. (S* is always larger than S2.)For example, suppose neurons 1, 2, and 3 in the competitive layer
all describe subclasses of the input space that belongs to the linear layer target class 2. Then competitive neurons 1, 2,
and 3 get LW2weights of 1.0 to neuron n? in the linear layer, and weights of 0 to all other linear neurons. Thus, the
linear neuron obtained a 1 if any of the three competitive neurons (1, 2, or 3) wins the competition and getting outputs
a 1. This is how the categories of the competitive layer are combined into destination classes in the linear layer.
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TABLES, FIGURES AND EQUATIONS
3.1 Architecture Diagram of Watermarking Methodology
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MODULE USED
1) Bit formation and Embedding- Decoding:
Generally, watermarking includes the selection of a watermark flow carrier, and the design of two complementary
successive processes method: embedding and decoding. We collect the watermark signature in the registration. The
watermark embedding process inserts the information in source by a slightly modified data of some property of the
carrier. The watermark decoding process identified and extracts the watermark (equivalently, determines the original
data of a given watermark). To correlate encrypted connections, we consider using the inter-packet timing as we have
the watermark carrier property of interest. The encrypted watermark bit is guaranteed to be not corrupted by the timing
perturbation. If the perturbation goes out of range, the embedded watermark bit may be altered by the attacker.
2) Limiting factor:
In practice, the number of packets with data available is the fundamental Limiting factor to the achievable
effectiveness of our watermark based correlation. This set of operation to compare and evaluate the correlation
effectiveness of our proposed active and passive watermark based correlation and previous passive timing-based
correlation under various timing perturbations. By embedding a unique watermark into the inter-packet timing, we
have sufficient redundancy; we can make the correlation of encrypted flows substantially more robust against random
timing perturbations. We can correlate the signatures of watermark and identify it’s the positive or negative
factorization, if positive occurs it detect it is the authenticated user otherwise, if negative occurs it detect it is an
Intruder.
3) Watermark Detection Model:
The watermark tracing approach exploits the observation that interactive connections are both direction. The idea is
to watermark the backward traffic (from victim back to the attacker) of the both direction attack connections by slightly
providing delay to the timing of selected packets. If the embedded watermark is both robust and unique, the
watermarked back traffic can be effectively correlated and traced across stepping stones, from the victim all the way
back to the attacker, assuming the attacker has not having full control on the attack target, the attack Target will initiate
the tracing after it has identified the attack. Specifically, the attack target will watermark the backward traffic of the
attack connection chain, and inform across the network about the watermark. The stepping stone in global the network
will scan all traffic for the presents of the indicated watermark, and report to the target to specific if any occurrences
of the watermark are detected.
4) Data Mapping:
One simple technique to achieve this is to use a secret key to get a pseudo-random sequence of numerical random
values and add them to both of and for the pixels in the watermarking region. This technique is called as parameter
randomization. This parameter exchange does not impact on lossless recoverability, because we can now recover and
form the original pixel values by the compound mappings. We will refer to this technique in the sequel as mapping
randomization. We also combine this technique with the parameter randomization technique to enhance the security
level. Finally, the Authenticated user takes the file in zip format with proper password.

RESULT ANALYSIS
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Fig 1. Difference between original and perturbed packet flow
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PERFORMANCE ANALYSIS(Cont.)
100
w 991
[T e = -
§ o1 et
g 60 F 1 ~Expicted WM
30 + . Detection Rate
g 40 + T ‘ - WM Detection rate
E ?0 . I \‘ “*=Int Detection rate
; 20 | { i
10 j f

3 it s 6 7
Watermark Bit Number

Fig2. Watermark detection rate with number of watermark bits
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Fig 3 Result table 1

Result Table (Cont.)
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CONCLUSIONS

Tracing attackers in network traffic through stepping stones is a problem, when the attack traffic with encrypted data
and its timing is manipulated (perturbed) to interfere with traffic determination. The uncertainty timing perturbation
by the adversary can largely reduce the effectiveness of passive attacks, timing-based correlation techniques. We also
presented an active timing-based correlation operation to deal with uncertainty timing perturbations. By embedding a
unique watermark data into the inter-packet of message timing, with sufficient redundancy, we can make the
correlation of encrypted flows substantially more robust and powerful against random timing perturbations.
Watermark-based correlation is provably affected against correlated random timing considerations as long as the
covariance of the timing perturbations on different packets is fixed.
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